Enhanced A-CAM Cybersecurity Memo
On July 24, 2023, the FCC released a Report and Order (Order) establishing the Enhanced Alternative Connect America Cost Model (A-CAM).[footnoteRef:1] Beginning at paragraph 109, the Order includes new cybersecurity and supply chain risk management requirements that closely match the requirements of the NTIA Broadband Equity Access and Deployment Program (BEAD).   [1:  The Enhanced A-CAM program is a subsidy of up to $13.5 billion provided to participating carriers over ten years to support broadband in rural areas.  ] 

Specifically, the Order requires the following of A-CAM recipients:
· Implement operational cybersecurity and supply chain risk management plans by January 1, 2024.
· Submit such plans to USAC (Universal Service Administrative Company) and certify compliance within 30 days of approval under the Paperwork Reduction Act. 
· Cybersecurity risk management plans must reflect the latest version of the NIST Cybersecurity Framework. Currently version 1.1 of the Framework is in place, but NIST expects to release an updated version, 2.0, early in 2024.  In December, the FCC clarified that carriers may submit a plan that complies with the NIST Draft 2.0 Framework. 
· Cybersecurity risk management plans must reflect an established set of cybersecurity best practices, such as CISA's Cross-Sector Performance Goals and Objectives or the Center for Internet Security Critical Security Controls.
· Supply chain risk management plans must incorporate the key practices discussed in NISTIR 8276, Key Practices in Cyber Supply Chain Risk Management: Observations from Industry, and related supply chain risk management guidance from NIST SP 800-161r1.
Failure to submit plans and make the necessary annual certification on FCC Form 481 will result in 25% of monthly A-CAM support being withheld until the carrier comes into compliance. 
Additionally, if an Enhanced A-CAM carrier makes a substantive modification to its plans, the carrier must submit its updated plan to USAC within 30 days of the modification. A “substantive modification” includes the following: 
· A change in the plan’s scope, including any addition, removal, or significant alteration to the types of risks covered by the plan (e.g., expanding a plan to cover new areas such as supply chain risks to Internet of Things devices or cloud security);
· A change in the plan’s risk mitigation strategies (e.g., implementing a new encryption protocol or deploying a different firewall architecture);
· A shift in organizational structure (e.g., creating a new IT department or hiring a Chief Information Security Officer);
· A shift in the threat landscape prompting the organization to recognize the emergence of new threats or vulnerabilities that weren’t previously accounted for in the plan;
· Updates to comply with new cybersecurity regulations, standards, or laws;
· Significant changes in the supply chain, including offboarding major suppliers or vendors, or shifts in procurement strategies that may impact the security of the supply chain; or
· A large-scale technological change, including the adoption of new systems or technologies, migrating to a new information technology infrastructure, or significantly changing the information technology architecture.
The Report and Order also quoted NTCA encouraging A-CAM providers to take advantage of existing federal government resources for the creation of cybersecurity incident response and supply chain risk management plans. The NIST CSF and CISA Cybersecurity Performance Goals, for example, have simple charts that break down the requirements. Below are links to resources to help you develop your plans:  
NTCA Discussion Draft/Template Cybersecurity and Supply Chain Security Plan (incorporates the NIST Draft 2.0 Cybersecurity Framework)
NTCA Sector Specific Guide to NIST CSF 1.1
NTCA Cyberwise resources
FCC Small Business Cyber Planner 2.0
FCC Cybersecurity for Small Businesses
CISA Cybersecurity Awareness Program Small Business Resources
ICT Supply Chain Risk Management Task Force Resources

CyberShare: The Small Broadband Provider ISAC will continue to monitor policy and regulatory developments to keep you informed. CyberShare and its participants play a critical role helping member companies protect their networks and assets by sharing information about cybersecurity threats, mitigation measures, and best practices, in accordance with the NIST Cybersecurity Framework. 
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